
Cyber –Vigilante Case Handling 
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To Catch a Predator 2004-2007

• Worked by using undercover sting 

operations, where adults posed as minors 

online to lure suspected child predators, 

confronting them with hidden cameras at a 

sting house and often leading to arrests by 

law enforcement who were involved.

• Cancelled due to intense criticism over 

entrapment , legal issues, and a major 

contoversy involving the suicide of an 

assistant DA caught in a sting.
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Orange County District 
Attorney's Policy

The Orange County DA’s Office will not file a case 
initiated by one of these citizen groups unless it has 
been fully investigated by a law enforcement agency 
and can be independently proven beyond a 
reasonable doubt without reliance on anything 
provided by or witnessed by these civilian vigilantes.

Even when provable through independent evidence, 
the OCDA’s Office retains the discretion to make 
filing decisions on a case-by-case basis.  The threat 
to public safety will be considered along with other 
factors such as whether the vigilante engaged in 
egregious behavior in making that determination.
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Continued……..

Cyber-vigilantes, even when well-intentioned, lack the training necessary to 

property and safely investigate these cases.  As a result, some of the 

actions taken by cyber-vigilantes have been reckless or even endangered 

public safety.  

The Orange County DA’s Office does not condone  or endorse this 

behavior and encourages anyone who believes criminal activity has taken 

place to report it to law enforcement and avoid direct confrontation.

4



Entrapment Issues

• A defense where a normally law-abiding citizen is induced by law enforcement  to commit a 

crime they wouldn’t have otherwise.

• Overbearing conduct: Badgering, coaxing, flattery, repeated and insistent requests. 

• Cyber-Vigilante's often become over aggressive and overly suggestive in their 

communication.  (They are the ones suggesting the sex acts, meet up location, etc. NOT the 

suspect.)

• Cyber Vigilante’s often assault, slap, chase, put hands on offenders during the confrontation.
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Investigative Steps

• Search or forensic evaluation of the electronic device(s) used 

by the suspect to communicate with the cyber-vigilante. (Get 

Passcode)

• Screen shots or screen recording of civilian’s messages, 

usernames, etc.

• Obtain suspect’s, username, and email address if possible.

• Are they in possession of condoms, lubes, sex toys etc.

• Admissions by the suspect to law enforcement, knowledge of 

age, etc.

• Search Warrant for devices and Electronic Service Provider 

(Platform used for the chat).
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Popular Apps/Social Media 
Platforms

Online store and market swap
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Online Covert Chat 
for Law Enforcement

• Make age 13, try to say age at least 3 times in 

conversation.

• Cannot suggest sexual acts or send explicit images.

• Cannot ask for or request nude photos from 

suspect.

• Cannot pick the meet up location or suggest it.

• Before a meet up happens, tell them your age one 

last time to give the opportunity to call it off. 

• Can use AI altered images of yourself, or law 

enforcement personnel. Don’t use anyone's actual 

personal info or civilian’s photograph. 
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ifaketextmessage.com
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www.fakeinfo.net



Thank you Det. Danny Contreras 

(dcontreras@orangepd.org
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